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" Introduction

Aim of this talk

* Sensor network design problem for
observability and diagnosis

 Structural modeling of dynamical systems
* Sensor classification (useless, essential)
* Quantification of the criticity of useful sensors

* Graph approach with low complexity
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- ™
References

e FDI: Frank 96, Chen and Patton 99,

e Structural models: Lin 74, Murota 87, van der
Woude 00, Dion Commault van der Woude 03

* (Observability or FDI 1n this context: Lin 74,
Boukhobza 06, Staroswieki 06, Commault Dion
and Trinh 08
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" Problem formulation

x(t) = f(x(2),u(?))

y(t) = h(x(2))
ueR",xeR",ye R’

Consider a property P which 1s TRUE with X

for example: observability, solvability of fault

detection and isolation, disturbance rejection by
measurement feedback ...

Dynamical system X {

Problem:
Is P preserved under sensor failure?
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How fto choose and
evaluate sensors?

Sensors are costly

Sensor are subject to faults

What are the critical sensors?

Are some sensors useless for our purpose?

How to incorporate in the model the physical prior
knowledge on the process?

How to preserve the systems properties in case of
sensor failure e.g. observability, disturbance

rejection, diagnosis
g i Pp5a
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4 ™

Sensor classification

* Property P
— Admissible Sensor Set: Subset of sensors
V such that P 1s true for V

e Sensor classification:

— y* 1s useless 1f for any admissible’sensor
set containing y*, V \ {y*} is an
admissible sensor set

— Useful sensors: not useless

— y* 1s essential if y* belong to any
admissible sensor set
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4 ™

Sensor classification

 In this talk, P will be:

— Solvability of the Fault Detection and

Isolation (FDI) Problem (including
observability for stability requirement)

 Problem:

Sensor classification for P under possible
sensor failure?
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" Structured systems

Large class of parameter dependent linear systems 1n
which the entries of the matrices in a state space
representation are:

- Zeros

- independent parameters

Generic properties:
valid for almost any value of the parameters
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" Associated graph

5. x(t)=A,x(¢t)+ B,u(?)
() =C,x(t)+ D,u(t)

Associated graph:

- vertex set : input, state, output vertices

- edge set : corresponds to non zero entries in matrices
(as many edges as parameters A ;)
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. Associated grapin B

Example
0 0 Ay 0
0 M 0 0 A
A, = QZDO 0|, Bi=| 0 | CA:(O o ) D,\:(O 06).
00 0 ’
X4 X2
u, © >@ >® 0y,
U »O 0y,
X3
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/Genen'c ranik of a transfer matn}r\

* Generic rank of 7T(s) = Maximal number of vertex
disjoint input-output paths (van der Woude 90)

e (Maximal linking)
I i)

U1 N
/2‘1/12/14 /1 \
S2 °
T/i (S) — ﬂ ﬂd
O 3775
Ug ' Yo \ \) )
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T Examples

et T > Disturbance: d=T,
|\T0,: ’

-~

"* Measured Output: z=T,

—Z‘
Ta o T,
| EEEEEEES + Control input: u=w

—
T
|
N
N
N
-
N
L

Ts E:w .Y Regulated Output: y=T
Fi TR System:
T5  ERERaE ERbed Non Controllable
l Fi+Fo Non Observable

A1m: No effect of disturbance
Thermal Drocess d=T, on regulated output y=T
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T Examples

To . A0 0 0 O
Y Fo y | 0 4, 0 0 0
Ty o T, A, =4 0 4 0 O
lFl le 0 A 0 A4 O
B 0 0 A4 A A
Ts > w T, o o
A
& 'R 0 J
T B, =4, E, =10
5
0 0
l Fi+F5 0 I 0 ]

#(1) = A, x(0) + Byu(t)+ Ed (1) .
£, () = Cox(t) c,=[o 000 2]

z(t)=H ,x(t) HA:[O A, 00 0]
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C Examples

Zqu : - G(X qu) = {Vertlces, Arcs}
() 0 0 0 0]
0 4 0 0 0
4.=(4, 0 4 0 0 a
0 @ 0 A4 O z
L 0 0 17 ﬂ% 29_ L1 L2
0 ]
0 A, 7
B, = 4 E, =0 Zs L4
0 0 y
i 0 | 0 ] L5 O
c <o 000 4] Associated graph

w =0 4, 0 0 0 = e J
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' Observer-based FDI problem

Control |« T TN T T T TP rrer oo i
: I . /J\C iResidual 1
Oliltput » Observer 1 L, — r,
—» i v X :
f System : —* Observer 2 = R r,
L X, ‘Residual
Observer r > —-—* 7

Residual generator
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' Observer-based FDI problem

Linear System

. {)‘c(t) = Ax(t)+ Lf () + Bu(t)

y(t) = Cx(t)+ Mf (1)

Observer i

(1) = AR () + K (3(1) — CX (1)) + Bu(?)

Residual 7

(1) = Q' (y(t) - CX' (1))
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C FDI Problesrn

With the available sensors, make the system observable and

() 0 - 0
0 . e 0
O R i)
00 (),

FDI problem structurally solvable iff (Commault et al 02):

1. The system is structurally observable
2. k=r (rank condition)

I : number of faults

K : maximal number of vertex disjoint falgf—ouput paths
= gipsa
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- Ex=rplie B

J(} ®. > x]
X

ﬁ . » :. y]
X3

ﬁ ‘ » ;. y2

Observable but k=2, r=3
Problem not solvable
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. ExSrrplie

Additional
. 2 sensor

/, e
fZ. @ );
f; @ e )

Observable and k=3, r=3
problem solvable
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"~ The observability conditions
Theorem (Lin, 74)

T'he system 1s generically observable 1f and only if:
-There 1s a path from any state vertex to the outputs

(output connection)
-There 1s no contraction in the graph

Contraction:

d(v1l)> d(v2)
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" Output connection analysis

Irreducible separators:

Minimal sets of output vertices which
when removed, disconnect some states
from outputs
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- Semsor classification for
the output connection condition

Theorem:

Useless sensors:

¥, 1s useless & does not belong to an
irreducible separator

Essential sensors:

¥, 1s essential <> belongs to an irreducible
separator of dimension one
gipsa
25 J
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= Ex=mrplie B

System with: (w)

3 control inputs (&) @ ()

6 faults &) S ()

10 sensors (®) ()

ST

14 states @ @‘; :

()

()

()

O C

S
S
7
®
N
N
%
S
\l
%
>
3
N
S
3
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~  For output connection

- -"‘

~
~
-------

g
-
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) s,

X7 Xis

Associated graph:

Ible separators: ()
S;= i} Essential
=ty SENsors 7
7o ViYaYoeliof @

\58:{)’10}

4 Useful
o SENsors -
S,y 4 / ()
Ss={VpYsY 7} YiYaYolio, (J

Gé ={VeV7Vs} V3 VsVl
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" Contraction analysis

On the DM decomposition of the bipartite graph
assoclated with the system

We look for matchings of maximum cardinality

No contraction when the maximal matching
covers all the state vertices
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- Sensor classification for
the confraction avoidance for FDI

Theorem:

Useless sensor:

y; 1s useless & . of no use to build a maximal
matching in the bipartite graph

Essential sensor:
;18 essential <> belongs to the B; components of
the DM decomposition of the bipartite graph
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= Ex=mrplie B

System with: (w)

3 control inputs (&) @ ()

6 faults &) S ()

10 sensors (®) ()

ST

14 states @ @‘; :
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VpYaYediof

Usetul sensors

V1YY 10
V3 VY5 V6V Vst

Useless sensor

Vi1t

Essential sensors

~ For contraction avoidance

Bl X9 O_:\Yi_,: |X 11 @>/©._Y3
¥
52 210 O Y2 X 12 O/’<O‘1Y4 !
+ -'"_. . ;::::I
B X150 o9 1 [1X13 C\ o Y5
T FE T T T T T T | Pty
B4 X 16 © OL).-/}.P' |X+14 > Qly6f|
J— _+_ —————— - . \ ey
B5 X1 O OXg |l :-¥-7_r|
B__+____/a/____ I e
6 X2 O X Ys
; / =, =
BT o
57 X4 O><o X'12 : oXy |
+ : |

X5 O/O X13 | 0X3
___________ I I

= ! oy
| 4
B “Xs |
| X7
Useles_ssgns_or_(' _______________ “Xg |
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" The FDI rank condition

Linear observable system 2 with 7 faults
and sensor set Y :

. {)'c(t) = Ax(t)+ Lf (¢) + Bu(?)
(@) = Cx(0)+ Mf (1)

Subset V'S Y admissible sensor set for the
rank condition of the FDI problem
< There exists an F-V linking of size r in

G(X,) (rank condition for FDI)
o 32 J
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 Essential vertices

\

Belong to any maximal size fault-output linking (F-Y linking)

Faults

Outputs




" Sensor classification for
the ranik condition for Dl

Theorem:

Useless sensor:
¥, 1s useless < There is no F-y, path

Essential sensor:
¥, 1s essential <> y, belongs to V

ess
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= Ex=mrplie B

System with: (w)

3 control inputs (&) @ ()

6 faults &) S ()

10 sensors (®) ()

ST

14 states @ @‘; :
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" FDI rank condifion

System with: (W Vess
()

3 control inputs ()%

6 faults () | (s)

10 sensors OO0
— 7 *‘1“

14 states o @z@

D

(%) Oz

Essential sensors: y,, ¥,

Useless sensors: yg, ¥;9, ¥ ©

Usetul sensors: y,,... vy (@ DO

Kf@@ééééaé@@
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FDI with observability

—8() () ~ Essential
/ . »
(1) Sensors: union of essential

®

4@“ 0 sensors for FDI
@@" o and observability:
2 YioYV2:Yo Vio

()
()
N intersection of
\@ » Useless useless sensors for
sensogg UF‘PI and observability:
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= Compiexity B

For the three problems one gets polynomial time
bounded algorithms either for the determination
of the set of essential sensors or for the set of
useless sensors.

By standard max flow algorithms and by labeling
procedures

=>» The classification of sensors 1s polynomial
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" Index of criticity for the sensors

K= cardinality of the set of admissible sensor sets
containing no useless sensors

K.= cardinality of the set of admissible sensor sets of K
containing y;

Criticity degree of y;
D(y)=K./K

D(y,)= 1 for essential sensors
D(y,)= 0 for useless sensors
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/

Index of criticity for the sensors

D(v)= P0/16

©
12910 12910 12910 12910 12910 12910 12910 12910 12910
3452 3457 3427 3567 4567 3458 3478 3578 4578
A A
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4 ™

Index of criticity for the sensors

When y; 1s lost:

1 -Dy)=6/16

12910
4578

12910 12910 12910 12910 12910
3457 3458 3478 3578 4578
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D(yy)= 13/16

12910 12910
4578

3578
A

3478

A

12910

12910
3458

A

12910
4567

12910
3567

A

12910
3467

A

3457

A

3456

A

12910 12910

42
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4 ™

Index of criticity for the sensors

When y; 1s lost:

1 -Dyy)=3/16
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~ Index of criticity for the sensors
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" FDI and observability

|
>> CONDENSER

ACCUMULATOR
T Distillation
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Output connected
Without contraction

=> Structurally observable
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 Structural observability

Observable Observable
with ONLY with ONLY
Sensor y, Sensor y,

> y;and y, are useful
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- FDI rank condition

=>» Solvable with sensor y, or sensor y,
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"~ FDI rank condition

VY, are not
essential

Yy, are not
useless

=> y,and y, are useful
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" FDI and observability
ch 8 ¢ )

Mo, => y,and y, are
, useful and not
\

essential

Criticity degrees: D(y,)= D(y,)=2/3
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- Comnclusion

 Structural modeling of dynamical systems

O Property preservation under sensor failure for
structured systems.

 Sensor classification with respect to their critical
nature concerning FDI.

1 Sensor classification using polynomial time
algorithms.

d Quantitative measure of criticity of sensors

1 This sensor classification can be extended to
other problems (disturbance decoupling, ...).
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