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Manufacturing systems

The objective is to define

S3

maintenance / control strategy of the Equipment

In regard to
organisational resources
financial resources
and technical: diagnosis, reliability and
performances of the system

}

Several types of strategies are available

Decision aid method
based on Bayesian

‘ Networks model
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Outline

Bayesian Networks model in Reliability Analysis
Dynamic Bayesian Networks model in Reliability Analysis and Diagnosis
Bayesian Networks in Risk analysis of socio-technical systems

Conclusion
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Bayesian Network model of component

Static Bayesian Networks

. P(X,|X1)?
Discrete variable states
—MX1| up |down|" X, |State 1 State 2 State 3|
random 0.2 08 | uw | 07 o1 o2
variable f Y down | 00 06 @03
a priori distribution Conditional Probability Table
CPT

X4 X,
knowledge ||- Q >O

The marginal probability X, is computed as follows
p(X, = Satel) = p(X2 = Satel]X, = up)[p(x1 = up)
+p(X, = Satel|X, = down)Cp(X, = down)
With the a priori knowledge
p(X, = Sate1)= 0.7[02+0.1[08= 022
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Bayesian Network model of component

Static Bayesian Networks

variable states POGIX,)?
Discrete x| up  down|— % |state 1 State 2/State 3]
random 0.2 0.8 up 0.7 0.2
variable 4 X down 0.1 0.3
a priori distribution Conditional Probability Table
CPT
X, X,
O C -nknowledge
The marginal probability X, is computed with the Bayes theorem
as follows
X, =U X, =Statel| X, =up
p(xl _ up\Xz :Statel): p( 1 p)[p( 2 éJ 1 )
p(X2 = Statel)
The propagation of this probability through the BN is based on
inference algorithms
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Bayesian Network model of component

Static Bayesian Networks

P(Xo)
up down
0.1 0.9
P(Xy | Xop)
State 1 State 2
up 0.1 0.9
p(xo) down 0.7 0.3
P(X, | Xyp)
State 1|State 2
State1| 0.6 | 0.4
P(X1) [Swae2] 08 [ 02

Root Node

Xo
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Bayesian Network model of component

Static Bayesian Networks

Hard evidence P(Xo) Root Node
up down
0 1
P(X1 | Xo)
D Stgtf 1 St(z)itg 2 p(X,=statel)=0.7
X . : X,=state2)=0.3
Po) —own 0.7 0.3 P, )
P(X; | Xq)
State 1
X
p( 1) State 2

p(X,=state1)=0.7*0.6+0.3*0.8=0.66
p(X,=state2)=0.7+0.4+0.3*0.2=0.34
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Bayesian Network model of component

Static Bayesian Networks

Hard evidence

P(Xo)

—

P(Xo)

up

down

0

1

PX1 | Xo)

State 1

State 2

up

0.1

0.9

down

0.7

0.3

Hard evidence

—

P(X2)

State 1 State 2

0

1

Root Node

p(X,=statel)=0.8235
p(X,=state2)=0.1765
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Bayesian Network model of component

Static Bayesian Networks

Hard evidence P(Xo)

P(Xo)

soft evidence

State 1
0.2

up
0

down

1

PX1 | Xo)

State 1 State 2

up

0.1 0.9

down

0.7 0.3

P(X2)

State 2

0.8

Root Node

p(X,=statel)=0.78
p(X,=state2)=0.22
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Bayesian Network model of component

Static Bayesian Networks

Distribution des effets d’'une défaillance sur plusieurs modes de
défaillance ou de fonctionnement

Fonction i affectée par la défaillance du composent

Définition de la structure

. Mode de Mode de
des TPC de FE Fonctionnement | 4« iilance 1 de .| defaillance n de Ia
de la fonction i L. .
la fonction i fonction n

Etat de
fonctionnement

Composant | ggfaillance 1 @ 0.6 D

défaillance n

Distribution des effets de la

défaillance 1 sur le

fonctionnement de la fonction | 0

propagation d’'incertitude

Apprentissage sur Historiques de GMAO
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Bayesian Network model of system

Static Bayesian Networks

Modele de fiabilité d’un systeme a 2 composants (es variables sont a 2 états : OK et HS)

A) Architecture paralléle

Réseau Bayésien
— Fonction 1

Entrée Sortie

Fonction 2

* Node Edition

Diagramme de Fiabilité Node selection
Mode type “iewy mode
ER S3:HS [ Determinizt H Equistion
Walues F1 F2 (81,4 HS
Ok e Ok 100.000 0.000
H= H= 100.000 0.000
He Ok 100.000 0.000
| | HS 0.000 100,000
F1=HS F2=HS Generste names ] [ Generate modslties ] [ Cotnplete ] [ Mormalize ] [ Randomize
d) (b [ Accept ] [ Cancel ]
2
Arbre de Défaillances p(S)DF =1-T] p(Fi = HS) = p(% = OK)RB
=1
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Bayesian Network model of system

Static Bayesian Networks

Modele de fiabilité d’'un systeme a 2 composants (es variables sont a 2 états : OK et HS)

B) Architecture série

Entres
._

Fonction 1

Fonction 2

Diagramme de Fiabilité

S3

ER

.

S,=HS

F1=HS

F2=HS

O O

Arbre de Défaillances

Sortie

. Node Edition

Réseau Bayésien

Mode selection :
Mode type Wiewe mode
[ Determinizt H Equation
Walues F1 F2 (8].4 HS
Ik e Ik 100,000 0000
H= H= 0.000 100.000
HE Ik 0.000 100.000
H= 0.000 100.000
Generate names ] [ Generate modalities ] [ Complete ] [ Mormalize ] [ Randomize
[ Accept ] [ Cancel ]
2
p(S)DF = I_l p(Fi = OK) = p(Sa = OK)RB

=1
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Bayesian Network model of system

Static Bayesian Networks

Modele de fiabilité d’'un systeme complexe {i Bayesialab - CAUSERS Weberimodelisys 0001

Metwork  Data sources  Edit Wiew Learnlng Inference Optlons Help

DNEEE $BE - o M
CMP1 | CMP3 LR
[ :svs 00.¢bL*
@—{ CMP5 }—@
CMP2 | CMP4

La représentation sous la forme d’'un arbre
de défaillances n’est pas adaptee car
CMP1, CMP2 et CMP5 ne peuvent pas
étre factorisés

ER = CMP3.CMP4
+CMP1.CMP2
+CMP1.CMP5.CMP4
+CMP2.CMP5.CMP3

En RB le modele est structuré sous la
forme d’'un graphe et les calculs sont
réalisés par inférence

S3  31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer sité 14 /73
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Bayesian Network model of system

Static Multimodal Bayesian Networks

Dans un cadre de modélisation réaliste, les composants peuvent

subir plusieurs défaillances ce qui  conduit a plusieurs modes de
défaillance ! Le Modele de fiabilité de ce type de systeme ne peut plus
reposer sur un arbre de défaillances (car le modele n’est plus booléen)

Codage directe d’équation complexe dans la TPC avec F2 multimodale

i Mode Edition

Mode selection
Mode type Wieww mode

[ Determinist ” Equation

“alues F2 Ik, H=

ik 100.000 0.000
H=1 100.000 0.000
H=2 0.000 100.000
Ik, 0.000 100.000
Falze HZ1 0.000 100.000
H=2 0.000 100.000

Zeherste names H Zeherate modalties ] [ Complete H Mortnalize H Fandormize

[ Accent H Cancel ]

Prise en compte des dépendances
S3 31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer sité 15/73



Bayesian Network model of system

Static Multimodal Bayesian Networks

Structuration du modele sous la forme d'un graphe avec dépendance des
branches et F2 multimodale

¥ Mode Edition

Mode selection :

Mode type “iewy mode
[ Detertninizt ] [ Eqjustion ]
Values F1 F2 O HS
Ik, O 100.000 0.000
H= Ok H=1 100.000 0.000
H=2 100,000 0,000
O 100.000 0.000
H= H=1 0.000 100.000
Add before Add after Delete H=2 100.000 0000
Generate names ] [ Generate modalities ] [ Complete ] ’ Mormalize ] [ Randomize
l Accept ] [ Cancel ]

4! . Node Edition

Mode selection : %t Node Edition

Mode type “iewy mode Mode selection :
l Determinist ] [ Equation Mode type Wiewy mode
Yalues F1 F2 QO HS [ Deterrminist ] [ Eqjuation
QK Ol 100.000 0.000 e — ot > o He
HS oK HE1 100,000 0.000 2ues
Hs2 0.000 100.000| §f <K ar Ok 100,000 0,000
O 0.000 100000 §f HE HS 0.000 100,000
HS HS1 0.000 100000 Hz OK 0.000 100.000
Add before Add after Delete Hs2 0000 100,000 Auld before Add after Delete HS 0.000 100,000
Gererate names ] [ Gererate modaltiss ] [ Cormplete ] [ Mortmalize ] [ Randomize ] [ Generate natmes ] [ Generate modalties l [ Carnplete l [ Mormalize ] [ Randamize
l Accept ] [ Cancel l [ Accept ] [ Cancel ]
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Dynamic Bayesian Networks in
System Reliability Analysis
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Problem statement
System reliability

R;(t) The probability that no failure occurred during the interval [0, ]

As(t) Failure rate of the system at time t
t
R, (t) = exp(—j)ls(t)dtj
0

When the system is composed with several components

Then the failure rate A_(t) is defined for each component

The probability that a failure occurred between t and t+dt is
approximated by
P, = A, (1) Ldt

Markov Chain is a classic solution to model this so rt of
system Reliability when failure rates are constant

S3 31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer site
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Problem statement

Example of application to reliability

Operational states and failure states
represent a system up or down

operational states The reliability computation needs the
solution of a differential equation system
P12 @
T

dX

—t =X, -Pyc)
M MC
{ it

=~ Rs() = Y p(X, =)

: 2 failure states {12}
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Problem statement

Unfortunately Markov Process
are not enough sufficient to model real systems

Therefore Markov Process are extended to model more realistic
problem as

AN Degradation results in parameters are time-variant (SMP)
EJ Phase Type Distribution

AN Exogenous constraint results in a conditional behaviour
EJ Markov Switching Model

!\ Moreover in practice the complexity of the system leads to a
combinatorial explosion of states resulting in a Markov Chain with a

great size

Ed Then Dynamic Bayesian Networks (DBN) are proposed as a
more synthetic model to represent these stochastic processes

S3  31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer sité 20/73



Bayesian Network model of component

Dynamic Bayesian Networks

A Dynamic Bayesian Network (DBN) 2 Time slices
IS a BN extension /
Including temporal dimensionality

X(k-1) S X(K)

Red arcs represent the temporal Q - G

dependence between different time
slices

Defining these impacts as transition-
probabilities between the states of the

inter-time slices CPT

variable X at time (k-1) and (K) U T
(k-1) |—1P 09 | 0.1
The DBN compute the behaviour of down 0 1

the probability distribution over the
stats of the variable X

S3  31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer sité 21773



Bayesian Network model of component

Dynamic Bayesian Networks _ _ _
Inter-time slices CPT

X(k-1) X(k) X(K) up | down

- > el up 0.9 0.1
- g ! k-1
| O O : kD) down 0 1

a time feedback

Starting from an observed situation at time k=0, the probability
distribution over the states at the next time is computed

using successive inferences

(the variable X, is considered as the new observation of X, ; through a
time feedback)

II~ Then the inter-time slices CPT
IS a Markov Chain model
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Application in Reliability of component

Dynamic Bayesian Network / Markov Chain model

Bayesialab - C:\USERS\... | _ |@K|

Mebw Dat Ed Yier Learr Infere 20aly Optic He

e
- BIX]

m Hew graph 2.xbl ¥
Temporal Graph

Probakiliy of Xk = up ( 31.294 %)
100

R.(K) = P(X(K) = up)

Mode Edition

O v

Mode selection :

Yalues
Probability distribution

_ormrmenk

| Properties

Zlasses

Modalities

Wiew mode

[ Determinisk ” Equation ]

an

o]\

mik-1) up
up 99,000

o]\

dawn
down 0.000

NN

ol N

. ™~

30

[ Accept ” Cancel ]

1.000
100,000
’ Complete ” Mormalize ” Randomize ]

20

10

P UlnAt/

0

0 30 B0 90 120

150 180 210 240 270 300 1

Titne Steps A —

[ Ok H Save poinks ]

Ed Then the reliability is given by simulation

WEBER P., JOUFFE L. Reliability modelling with Dym& Bayesian Networks. 5th IFAC
Symposium on Fault Detection, Supervision and $afeTechnical Processes
(SAFEPROCESS'03), Washington, D.C., USA, 9-11 jRb03.

S3
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Application in Reliability of component

Dynamic Bayesian Network / Markov model of order n
Bayesialab - New grap... B|EE‘

Metw Dat Ed Wie Learr Infere Snaly Optic He

T

Mode Edition

R, (k) = P(X(k) = up)

Mode selection ;

1.xbL* 1| Tempaoral Graph
E Hew graph 1.xbl | Elg| Classes Yalues Comment
Probabiliy of ¥(k) = up [ 26.535 %) Madalities Probability distribution Propetties
= 100 \ YWigw mode
a0 \ ’ Dekerminisk ] [ Equation ]
a0
\ Hik-17 wk-2) up dowin
70 i} up 99,000 1.000
\ i down 90,000 10,000
&0 \ o up 0.000 100,000
- dowin 0.000 100,000
40 \ ’ Complete ] ’ Mormalize ] [ Randomize ]

30 \
- \ [ Accepk ” Cancel ]
10 \
0 : : : : \_

0 10 20 30 40 50 G0 7o a0 EI;:I 100
Titne Steps

[ Ok H Save poinks l

EJ Open problem: to learn the parameter !

BEN SALEM A., BOUILLAUT L., AKNIN P., WEBER P. Dynmic Bayesian Networks for classification of raifglets. IEEE 4th International
Conference on Intelligent Systems Design and Apfibas (ISDA 2004), Budapest, Hungary, August 26284.
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Application in Reliability of component

Dynamic Bayesian Network / semi Markov Process

Trmmmam—_—_TY) System with time variant failure rate

Metw Dat Ed Wier Learr Infere &naly Optic He 1 ﬂ Eﬂﬁ_l
o ot Iy Optic He (weibull) A1) = - B =25n=50

E Hew graph 2.xbl * 3 E}ﬁ‘

Mode Edition

Mode seleckion @ | Xkl w

Madalities | Probability distribution |F‘ru:||:|erties Classes | values | Comment

Temporal Graph

- Wigw mode
Prabakiliy of (k) =up ([ 63.732 9
100 [ Probabilistic ] [ Determinist
a0 Equation kype : () Determinist (%) Probabilistic
an P{ 7ik7 | PR(k-107, 767 1 =
TF(7R(kI? == "up" & Pik-197 == "up", 1- 2.5 @ 1.5/50 2.5, 2.5% 77~ 1.5/ 50~ 2.5
70
60 skt The parameter inthe CPT
Samples . .
o L are indexed by time
40 | ] Discrete focew o e e
|| Continuaus proba distri Alk-1)
30 || Special functions t
|| Arithmethic functions
<0 || Transformation Functio
10 _| Trigonometric Functions
|| Relational operataors
n t t t } t t } t } "] Boolean operatars -
0 35 70 105 140 175 210 245 250 Kk 350 ¥ | 5
Titne Steps
= = Ok Save points
R, (k) = P(X(k) =up) [ ]| ]
[ Accepk ] [ Cancel
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Application in Reliability of component

Dynamic Bayesian Network / Markov Switching Model

A process changes its behavior according to the state of

exogenous constraints representing functioning conditions,
maintenance events ...

The exogenous constraint is represented by an external variable U,

Markov Switching Model Analytic solution

.
U(k)=a U(k)=p {%} = X Wl =Pyce)

JEolgo i |

Discret simulation

WEBER P., MUNTEANU P., JOUFFE L. Dynamic BayesiaatiMorks modelling the dependability of systems widéigradations and exogenous constraints. 11th
IFAC Symposium on Information Control Problems imMifacturing, INCOM'04. Salvador-Bahia, Brazil, Agri7th, (2004).
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Application in Reliability of component

Dynamic Bayesian Network / Markov Switching Model
| Bayesialab - C:\USER... |Z“E”X| |

Mebw Dal Ed Wie Learr Infere &nal Opkic He

- DD H @
Rn (k) = P(X (k) = up) B tew graph 4.xbt [:”E”Z]

Temporal Graph Hode Edition

Probahiliy of X(K) = up { 33.080 %)
100

Maode selection : m W

90 \
Wl N
ya \\

Y allEs I Carmmenk |

| Classes |
Probability distribution | Properties |

| Miodalities |

Yigw mode

l Determinist ” Equation ]

- \

i AN

1]

O 100 200 300 400

SO0 GO0 OO GO0

[ Ok H Save poinks ]

a00 1000
Time Steps

\ (k-1 wik-13 up dawn

a0 . up 99,900 0,100
\ down 0,000 100,000

= \ ; up 99,000 1,000

20 o 0.000 100,000

[ Caomplete ” Normalize ” F.andomize ]
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Application in Reliability of component
Dynamic Bayesian Network / IOHMM

In the previous slides the stochastic processes are supposed to be
completely observable. In practice this is seldom the reality
because the physical degradations of a component result in a
change of its state which is observed only through a variation in

the component functionality.

————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Hidden Process

____________________________________________________________________________________________________________

Observations

Parameter estimation needs many data !!!
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Application in Reliability of system

Dynamic Bayesian Network - Factorized MC model

The reliability of component can be modelled as a DBN as presented before

If the components are independent the DBN allows to merge the models

through a factorised form

X, (k-1) X, (k)
JOHMM
U(k-1)
IR X,(K-1) X,(K)
Markov 2
X,(k-2)
UoMarkoy | Xek:D) Xo(k)

S3 31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer site
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Application in Reliability of system

Dynamic Bayesian Network

- Factorized MC model

The reliability of component can be modelled as a DBN as presented before
If the components are independent the DBN allows to merge the models

through a factorised form

X, (k-1) X1(k) Y1(k)
IOHMM
U(k-1)
o xen) el Q S(K)
Markov 2 C
X,(k-2)
1/2Markov XB(k'l) X3(k) Y3(k)
>
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Application 1 in Reliability

Dynamic Bayesian Network - Factorized MC model
The method is applied to a classical example of reliability

analysis.
V2
V1 {><}
N —
X
V3

Three valves are used to distribute or not a fluid.
Every valves have two failure modes

* remains closed (RC)
e remains opened (RO)

WEBER P., JOUFFE L. Reliability modelling with Dyméc Bayesian Networks. 5th IFAC Symposium on Fadtection, Supervision and Safety of Technical
Processes (SAFEPROCESS'03), Washington, D.C., 984, juin, 2003.
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Application 1

Markov Chain

The Markov Chalin
IS defined from 27 states

/729 parameters

75 different
from O

S3  31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer sité 32773



Application 1 in Reliability

Dynamic Bayesian Network - Factorized MC model

the nodes

4 | Bayesia Expert System Shell - E:WBayesiatReéseauxiValves. bif [Z|[E|rz|
. 6 no deS are d es Crib e d Net'-.-j ;dﬂ% Da;: Base E:earning Inferecza G;;nralwlﬁme; ipti;s Help

O & © o §h o
the 3 valves B vomecor 51X

» 3 nodes are described
the system state

the CPTs

« 3 small MC

 and the logic of the failures
propagation

143 parameters

73 different from O
58 parameters are equal to 1 | Dvanes..

Reliability

T2 J48 2 ]
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Application 1 in Reliability

Dynamic Bayesian Network - Factorized MC model

The inter time slices CPT represents a small MC

B EditNode %]
[&-‘alvm t+1 j Change Wiew
Type Determinist |
|Lat:|elled j Conditional Probabilitiy Tahle
—~——’
States Llst Valeet T | OK RO RC
/ Ok 949700 0.200 0.100
(] 4 \ R 0.000 100.000 0.000
R \HC 0.000 0.000 100.000
Add State | Hormalize/Complete Table |

Ok | Cancel
0.2

Equivalent to @
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Application 1 in Reliability

The results after successive inferences

S3

The behavior of the probability representing
* The System Remains Close (light blue)

* The System Remains Open (blue)
« The System Reliability (red) R.(t)

Temporal Graph Pg|
Probability
100 -
a0 \
\ \\\
Fii] \
60 \
A0 \
40 \
30 \
20 \
10 Remain Closed = False
— Remain Open = False
— Reliability = True
0 200 400 600 800 1000 1200 140 1600 1800 2000
Time Steps
| 0K | Save points
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Process modelling approach in real application

 Methodology

— Process and flow based approach
* Functional/Dysfunctional reasoning
« Hierarchical structure

——————————————————————————————————————————————————————————

— Elaboration of the probabillistic network
 Formalism: BN/DBN

» Generic rules to transform the process model into
a probabilistic one

But the Bayesian Network (BN)
needs Acyclic structure
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Probabilistic network development (2)

The cycle problem

To measure

Product report —

[
To Control e Sensor

[ |

CH )

[
I PLC o
L Position order finished product

To transform

input product finished product

[
2= Machine

PLC [k+1] report Sensor [k+1] Sensor

Cycle

Machine Machine [k+1]

input product finished product
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Probabilistic network development (2)

The translation with specification

Product report (k+1) .
To Control "% Sensor
— i Flow decomp03|t|on§
~  PLC o Sy
8 Order ~finished product (k)
(k+1) !
L

To transform | finished product (k+1),/
input product (k) —— S > .7

i ~

-
Tt _—— ="

~% Machine

PLC PLC [k+1] Order [k+1 Product reportJk+1] Sensor [k+1] Sensor

S~

————————————————————————————

Machine Machine [k+1] \\fmished product [Iu{+1],,J——————————————————————————-I

S~ oo -
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Application 2 in Reliability

Dynamic Bayesian Network - Factorized MC model

Water heater (Physical process)

Qi v

Ti _Xr‘l T sensor

A
§R1
P H
2 R2
! N— Qo
ﬁ To
H sensor

WEBER P., JOUFFE L., Complex system reliability moihgjiwith Dynamic Object Oriented Bayesian Networks (DOQBReliability Engineering and System
Safety, Volume 91, Issue 2, February 2006, Pag@sl 62 (Selected Papers Presented at QUALITA 2003).

MULLER A., WEBER P., BEN SALEM A. Process model-bdDynamic Bayesian Networks for Prognostic. IEEEI4ternational Conference on Intelligent
Systems Design and Applications (ISDA 2004), Budggdungary, August 26-28, 2004.
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S3

Function Elegment Fuaifure Made | Effects Cezises
to transform | VALVEV Remains closed | Q=0 No engrgy from (AD)
pressure to Valve is down (siate 4)
(1 Remans open | Ji=0 No engrgy from (AD)
Valve is down (shate 3)
The water flow | (i different from the Valve is down (state 2)
rate 15 hiased | desired (i
to stock TANEK Leak of water | Water loss in the Tank is down (siate 2)
water SFVIFCRmert Fissure
Cito H
to transform | WATER PIPE| Clogged O =0 Fipe iz down {state 3)
H to Clo Restricted O desired Jo Fipe is down {state 2)
to heat water | HEATING Mazimum level | T desired T Heating resistor is down
from Tito T | EESISTOR | of heat (state 2)
Mo heating F=Ti = 20°C No engrgy from (AD)
Healing resistor is down
(state 4)
Heating power | 7= desired T Heating resistor is down
loss (state 3)
to measure | H SENS0OE | Biased measure | O is differant from the | H sensaris dows (slats 2)
H real Co
Mo measure Impassibility to contral | No erergy from {AD)
O H semsaris down (state 3)
to tneasure T | T SENSOR | Biased measure | Tis diffarent from the real | T semsor is down {shate 2)
i
Mo tneasure Impossibifity o comtral P | No energy from {AD)
T rensor is down {shate 3)
to control COMPUTER | Control loss Deviation af T and A No engrgy from (AD)
Vand P Compiier s down (slate 2)
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fdBayesialab - C:\users\Weber\RAPPORTS\ Tra

Metweork  DataBase Edit “iews Learming Inference  Temporal Options Help

=10

X

NEES spd- - #QAQARFR ONX|
HEATING RESISTOR.bif *
. )
Bl
HEATING RESISTOR (k) HEATING RESISTOR (k+1)
E1Node Edition x|
<< |fminG RESISTOR (o) ¢ | »» | [C3RIIrE Moge
~Type Determinist |
|Labe|ed j ~Conditional Probability Table
~Gtate List HEATING ... | stated {up) | state2 (do... | stated {po.. | stated (ho ..
stated (up) 99.969 0.010 0.014 0.007
stated (up) ctate? (do... 0.000 99.800 0.000 0.200
stateZ (down level max stated (po... 0.000 0.000 95.950 0.050
state3 (power 1055) stated ino ... 0.000 n.000 0.000 100.000
stated (no heating)
Add State Delete State | Hormalize/Complete |

K | Cancel !

Action
to emplace

HEATING RESISTOR (k)

Mol | 9

R1 and R2 max

R1 or R2 down
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06 — P(statel) ||

' — P(state 2)

— P(state 3)
0.4 P(state 4)[
0.2
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S3

HEATING REGISTOR reliability MC model.

Ay o o
".'
G

? A

MTTF;=10 000k a=110-4

MTTFy=500 h A;=2010-4

MTTFz=7 000 k =143 10-4

MTTF4=2000 k A4=510-4

MTTFs=15000h As=0.66 10-4

HBENE0R relighility MC model.

M Ao

MTTF =5 000 h a=2104

MTTF,=3 000 h Ap=33104

MTTF3=45 000k | 33=022 10+

T SENZ0R reliability MC model
Ay Ay

3

MTTF=5000 h =2 10

MTTF;=3000 h 13=3.3 10

MTTF3:=45 000 h 1z=0.22 10

VALYE ¥ reliability MC model.

M Ao
O

MTTF=5 000 h a=2 104

MTTF,=3 000 h Ap=3.3104

LITTF3=6 000 h Az=166 10

WATEER PIPE reliability MC model.

:?'-1:&,:

LITTF =5 000 b a=2 104

LTTEF,=10 000 h Ag=110*

TANE reliability MC model.

:?*-1:

MITF=40000h | ;=0.25 10

COMPUTER reliability MC model.

:?M:

| MTTFI=2000h | #;=1.2510-4

31-01 2008, CRAN UMR 7039 CNRS, Nancy Univer sité



Application 2 in Reliability

Dynamic Bayesian Network - Factorized MC model

Water heater (Process model)

To measure the kK& EE
To control the ¢ Water temperature report water temperature < o
Water heater < E.E. Tomeasure the .= g == ]
process L Water lewel report ——  Wwater level e —, ‘
., - - v s Temperature
‘ ‘ ‘ B sensor ‘
L rILC L Level sensor ‘
R o |
”— —————— ~~J l/—__--+~\\
- .y
,' Water to distibute (k) — g Water distributed
Heating order ———>{  To heat water | L’ I &heated (k)
, P 1 1
CH HJ s ‘
‘ ‘l " \ \
Position order — 3> 10 rtegultateﬂthe J V' | 7o distribute wat \‘ :
input water flow Heating ! o distribute water o
E.E. —> rate —— Water to heat reddors || Water to distribute! 3> 3\ Water distributeq
Input Water Flow —>> 3 = ~ ! ! & heated 7
‘ S’ o \ _7
‘ N -
L Valve To store water L Water pipe
u [ ]
CHH
L Tank
| E.E. = Electrical Energy
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Application 2 in Reliability

Dynamic Bayesian Network

S3

- Factorized MC model

Water heater (Probabillistic model - DBN)

T_SEHSOR (K}

To {k} T_SENSOR (k+1)

PLQ (K} VALVE (k) WATER PIPE {k)

PLC (K1}

VALY

{k+1)  TAHE|{k+1} WATER PIPE {k+1}

éu“

Qo (k+1)

Qo report

Qo (k) H_SENSOR (k+1)

H_SEHSOR (K}

To {k+1)
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Application 2 in Reliability

Dynamic Bayesian Network

- Factorized MC model

Water heater (SADT model and OODBN model)

AD1 Electric
Power

AD2 water input
pressure and Ti

HD1
Order T=50TC

RHD water output

—»

AD3 system

parameters

To provide
Warm Water

temperature T
and flow rate Qo

temperature T
and level H

TAD4
WATER HEATER PROCESS

RHD water output
temperature T
»

— >
AD1 Electric HD1
Power Order T=50TC
HD Order V
AD2 water input
pressure and Ti A 4
P! To transform RHD Qi AD1 Electric
Pressure Power
to Qi
Q Al
v
AD4-1 To control RHDV
T
VALVE V V and P
»
AD3 system A2 RHD P
parameters
temperature T AD4-2 COMPUTER,
and level H SENSORS
AD1 Electric
Power HD Order P
AD
Qi
To transform
AD QitoH RHD water
Ti TitoT A3 level H »| TO transform
AD water Hto Qo
AD4-3 level H A4
TANK, HEATING RESISTOR
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Application 2 in Reliability

AD Qi To stock RHD water level H
—Pp water »
QitoH
A3l AD1 Electric Power
AD4-3 AD water HD Order P
TANK level H

To heat water

fromTitoT ——»
AD Ti RHD water

A32|temperature T

A 4

AD4-3 A3
HEATING RESISTOR

f1 Bayesialab - C:\users\Weber\RAPPORTS Travail

Metwork DeteBage Edit “Wiew Learning nierence Optionz Help

=10l x|

4 | Bayesialab - C:\users\Weber\RAPPORTSY I'raval -|Ol =]

Metwork DstsBase Edt  WView Learning I07Erence  Optionz  Help |

DEES| BB M EaaRE L ONX

A31.net *

AD Qi EF to stogk water RHD level H

TANK

......

QN X

Order P

n
»

v

AD Ti 0 heat water

9 g

AD Qi to stock water RHD level H

RHD temperature T

el ol

=1alx|

FlBayesialab - C:\users\Weber\RAPPORTS\ Travail DDT{model}
Metwork DataBase Edit  View Learning nference  Options  Help |

DEES & BE < M

A32.net *

HD Oider P

AD Electric Power

AD Ti

v

[
>

F to hept water ~ RHD temperature T
AD water level H

HEATING RESISTOR
il af I | @

[ Meaor

S3
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f3 Bayesialab - C:\users\WeberiRAPPORTS} Travail DDTimodel} -0l x|

Metwork DataBase Edit View Learning [07erence  Optionz  Help |

@\ X

------

W R R EEEE

A3Z.net *
EF to heatvater(k)

1 1

—P(statel)

HD Ojgder P 0.9 \ — P(state?)

0.8 \ P(state3)

AD Electric Power _ P(state4)

v
o O
g1 )]

~

F to heht water ~ RHD temperature T 04 <

0.3
0.2
0.1 - L——
AD water level H 0
0 500 1000 1500 2000
HEATING RESISTOR
gl Bayesialab - C:\usersi\Weber\RAPPORT S} Travail i [m]
Metwork DetaBase Edit “iew Learning [nference  Options  Help |
DEHS) 3 2@ o - #lQaE Lk ONX] RHD water level H
& a31.net * 1
R P(correct)
0.9 P(incorrect)
0.8 -
0.7 -
AD Qi EF to stofk water RHD level H 06 -
0.5 -
04 -
0.3 -
0.2 -
0.1 -
O - T T T T T
0 400 800 1200 1600 200q
il 9 | @
Waabir | Azt net
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AD1 Electric HD1
A | - t - 2 Power Order T=50T
pplication
AD2 water input ¢
pressure and Ti
P»| To transform RHD Qi AD1 Electric
Pressure Power
to Qi
A a1
v
AD4-1 To control RHDV
VALVE V V and P
AD3 system o A2 RHD P
parameters
temperature T AD4-2 COMPUTER,
and level H SENSORS
AD1 Electric
Power HD Order P
AD . RHD water output
Qi temperature I
P»| To transform »
AD QitoH RHD water
Ti » TitoT , | levelH | To transform | RHD water output
' AD Waterr H to Qo flow rate Qo
AD4-3 level H Ad
TANK, HEATING RESISTOR
TAD4—4
WATER PIPE
RHD water output temperature T (k)
RHD water output flow rate Qo (k)
1 - 1
0.9 - P(correct) 0.9 P(correct)
’ \ P(incorrect) \ P(incorrect)
0.8 - \ 0.8 \
0.7 - \ 0.7 \
0.6 - \/ 06 NN
0.5 - 05 \/
0.4 - \\ 0.4 \
0.3 - T~
/ \ 0.3
0.2 - — o
0.1 -
0.1
O - T T T T
400 800 1200 1600 2000 0 ‘ ' ‘
0 500 1000 1500 2000
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Application 2 in Reliability

AD1 Electric HD
Power Order T=50C

AD2 water input

pressure and Ti

1

RHD water output

temperature T

» To provide and flow rate Qo
> Warm Water >
AD3 system
parameters
temperature T
and level H AD4
WATER HEATER PROCESS
R(k)
\
0.9
0.8 \
0.6 \
0.4
0.3 \
0.2 N\
N \
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Dynamic Bayesian Networks in
Diagnosis & Reliability Analysis
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Dynamic Bayesian Networks In
System Diagnosis

The diagnosis is composed of three stages:

. I
1—’ residuals 1 | [7 ciduals U F
generation — | decision

evaluation .
making

\ A=)

 Classically, decision making is realized by an elementary logic
Nevertheless, in this case, when multiple faults, false alarms and
missing detections occur, the faults can not be isolated

* In the spirit of (Isermann, 1994), fault isolation performance can

Increase through the integration of other knowledge in the diagnosis
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Problem statement

Increasing effectiveness of model -based fault diagnosis
with the integration of reliability analysis

Computed by means of stochastic process model, reliability analysis
define the a priori behavior of the probabilities distribution over the
functioning and mal-functioning states of the system

A\ In fault diagnosis the decision is then based on the fusion of
information coming from residuals evaluation and an a priori
behavior computed by a probabilistic model of reliability

N The probabilistic model of reliability = must take into account
the observations on the system, this is new in reliability analysis!?

&3 Bayesian Networks (BN) are investigated to compute the

decision => BN are able to model dynamic and probabilistic
problems
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FDI decision making

The fault is the cause of the residual deviation

A fault is modelled as a a[;(n,,-) ., F,
random variable F, u 1 0
defined over two states y 0 1
U; 0 0
{not Occurred, Occurred} @
-
A symptom is CD<
represented also as U
defined over the states
(2
{not detected, detected}

The BN Structure is defined directly by the incidence matrix D

WEBER P., THEILLIOL D., AUBRUN C., EVSUKOFF A.G.ntreasing effectiveness of model-based fault disigné Dynamic Bayesian Network design for
decision making. 6th IFAC Symposium on Fault DetegtSupervision and Safety of Technical ProceBeging, P.R. China (30/08/2006), pp. 109-114.
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FDI decision making

Bayesian Network Parameters
variable states

Discrete
random v P
. a priori
variable not occured| 1 distribution P(F.)
M occured o [

Conditional Probability Table CPT

@ ’@ U not detected | detected

P(u|F,) | |not occured 1-c T,
"] occured D, 1-Db,
F, = not occurred ) false alarms

b, = p(u ; = hotdetecte d

C; = p(uj = detected

F., = occurred ) missing detection

The Bayes theorem is applied in the BN inference to compute the probability
that a fault occurred according to the states of the symptoms U,

~ p( Fn) p(uj Fn) a priori distribution on Fault
p( Fn|uj ) - Conditional Probability Table parameters
p(uj ) Online residual evaluation
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a priori Reliability Model

Dynamic Bayesian Network Parameters

inter-time slices CPT

a time fe’édbackj

CPT n; (k)
n(kk-1) up down
up 1-p12 P12

down 0 1

Starting from an observed situation at time  a priori Reliability of the component n

k=0, the probability distribution over the :
states is computed (simulation) using
successive inferences R

0,4 |

the inter-time slices CPT are equivalent
to Markov Chain model of each component

0,2 |

0

T T T T T
0 50 100 150 200 250 300
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Fusion

The a priori Reliability of the component N is used to initialise the
a priori distribution on the fault ., states

Hypothesis to simplify the model in this first
work:

* Only one component contribute to the a
priori distribution on a fault

| U iy

* A component reliability is independent from
the others components states

F, not occured | occured
| down 0 1

WEBER P., THEILLIOL D., AUBRUN C., EVSUKOFF A.G.ntreasing effectiveness of model-based fault disigné Dynamic Bayesian Network design for
decision making. 6th IFAC Symposium on Fault DetegtSupervision and Safety of Technical ProceBeging, P.R. China (30/08/2006), pp. 109-114.
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Application in Diagnosis

Water heater (Physical process)

Qi v
Ti :><—‘ T sensor
T - Q sensor
R
P 3Ry H
I R;
- N Qo
& To
H sensor

The goal of the process is to assure a constant water flow rate Qo
with a given controlled temperature To.
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Application in Diagnosis
The decision DBN model

= L
Bayesialab - C:\USERS\Weber\RAPPORTS\2006\Safeprocess... |_ | |:| ”XJ

Metwark  Data sources  Edit Wiew  Learming  Uierence  Options  Help

decision05.xbl E| [E| E|

Incidence matrix

Sensor faults

H Q T

uu, 0 0 1

u, 1 0 O

Fault O u; 1 1 O

Fault T
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Application in Diagnosis

The decision DBN model
For all faults of the system, it is assumed that the probability of miss
detection is fixed to 0.02 and the probability of false alarms is fixed to 0.05

Bavesialab - C:\USERS\Weber\RAPPORTS\1006\Safeprocess... |‘__”E|&I U1
Network Datasources Edit Wiew Learning Infersice  Options Help | Fault T not detected detected
not occured 95 5
decisiond5.xbl
occured 2 98

Fault Q

Fault T

@ decisio..
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Application in Diagnosis

The decision DBN model
For all faults of the system, it is assumed that the probability of miss
detection is fixed to 0.02 and the probability of false alarms is fixed to 0.05

Bavesialab - C:\USERS\Weber\RAPPORTS\1006\Safeprocess... |Z‘Elrg] U1
Mebwork  Data sources  Edic Wiew Learnin_g. Inference QFtigns H.3.|1;l ! FaUIt T nOt detected detected
not occured 95 5
decision(5.xbl
occured 2 98
u2
Fault Q not detected detected
not occured 95 5
occured 2 98

Fault O

u3 Fault T

@ decisio..
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Application in Diagnosis

The decision DBN model
For all faults of the system, it is assumed that the probability of miss
detection is fixed to 0.02 and the probability of false alarms is fixed to 0.05

Bavesialab - C:\USERS\Weber\RAPPORTS\1006\Safeprocess... |Z‘EIEI U1
Metwork Datasources Edic View Learning [niereice  Options  Help | Fault T not detected detected
not occured 95 5
decisiond5.xbl
occured 2 98
u2
Fault Q not detected detected
not occured 95 5
occured 2 98
u3
Fault Q Fault H Fault Q not detected detected
not occured 90.25 9.75
not occurred
3 = occured 1.9 098.1
s il | not occured 1.9 98.1
T Occurred
occured 0.04 99.96
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Application in Diagnosis
The decision DBN model

BayesiaLab - C:\USERS\Weber\RAPPORTS\2006\Safeprocess... |Z@”’g] Markov Chains
Metwark  Data sources  Edit Wiew  Learming  Uierence  Options  Help
A1
decision05.xbl sensor H
4 '-: _:;'- ; )\1:0.22 10-4
H sensor(k)
Ay
sensor Q
. A,=210%
0 _senstr(k-1] 0 _sensorik)
)\ 1 )\2
- @ e | Gl
) T sensor(k) )\1:125 10-4 3
A,=3.3 10
Fault T A;=0.22 104
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Application in Diagnosis

Test scenario

Incidence matrix

Sensor faults

H Q T
uu, 0 0 1
u, 1 0 O
u; 1 1 O

0 o5 o 10 15e 20 025 30 35
[ ] [ ] L] [ ]

Samples
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Application in Diagnosis

Test scenario

S3

| | |
30 35 40 gamples

P(Fn) P(uj
P(uj)

Fy)

P(F,|u;) = )
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A safety barriers-based approach for the risk
analysis of socio-technical systems

EDF

Eleciricibd
da France

LEGER A., DUVAL C., WEBER P., LEVRAT E., FARRET RBayesian Network Modelling the risk analysis
of complex socio technical systems. Workshop onakaed Control and Diagnosis, ACD'2006, Nancy,
France (16/11/2006).

DUVAL C., LEGER A., WEBER P., LEVRAT E., IUNG B.,ARRET R., Choice of a risk analysis method for
complex socio-technical systems. European SafatyRaliability Conference, ESREL 2007, Stavanger, ®
Norvége (25/06/2007).
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A global risk analysis model

Necessity to establish relations between different kinds of layers
model of the system: the technical layer (closed system)

human/organisational layer (open system)

in the
and the

Internalorganisitionallayer

Externalorgangationallayer
5 ational Organgational Organisitional
rganisitiona factor a factor b
factor ¢ /
P R Decisions and actions layler
] ) / ........

Organistional

factor d Decisiona Decisionb

____.._u'.:‘.____i _______________ :i.:-----.:::--:..‘---_----_-_-_-_--_-_-_-T _____
Technical layer

Natural environment lay

Caption
| Risk reduction barrier

Environmental
factora

9]

—— Transactional exchang

Vertical exchange

Environmental /

factor b

—— Horizontal &change

Paté-Cornell M.E.-Murphy D.M.,'Human and management factors in probabilistic risk analysis: the SAM approach and
observations from recent applications’, Reliability Engineering and System Safety, n53, pp. 115-126, 1996.
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A global risk analysis model

The generic global Bayesian network model structure

Markers

3,-3" L

IZ, -2°

Pathogenic-Organizational-facton

|
| Organizational-layer

.

4

IHuman-Actions-layer
|

Signs-and-Symptomd

v

--l:+ Action-Indicators

T

1’

'

h 4

Chronological-action-stages

I

Action-effectiveness]

Impacts-identification-method  IRisk-Model

POF a

Action
Indicator

Internal organisational layer
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A global risk analysis model

# Barrier component

LS installation LS intrinsic availability LS operstional availability Operstional availability of barrier  Bow-ie variable ‘

Decisions and actions layer
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Application Pentane storage

Transitional storage tank

Extremely flammable in air
nitrogen (to prevent any reaction with air)

Safety components :

actuator 1 (Al), vent hole, safety valve, pressure sensor, retention pool

Necessity of a regular and specific
control for the actuator 1 and the safety
valve :

- Actuator 1 has to remain open (to insure
an optimal pentane output) — padlocking
and regular follow-up (actions
schedule) ,

- Safety valve has to be operational in case
of important pressure rises - regular
control of its good operating

S3

(product: liquid pentane)

— storage operation made in presence of gaseous

Pentan

(liquid)
l Safety valve

Nitroger
(6257 1,

Al

Vent hole
bl

Al: manual actuator (opent
A2, A3, A4: automati actuato

Nitroger

T sensor

Pressure

Pentan

Retention poc

A4
—>

Pentan
(liquid)
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Studied scenario
Risk of pressure rise in the tank - tank explosion - fire inthev

Safety impact due to the
pentane puddle
Liquid pentane in Avai:]ability impact ggle
the tank Pressure sensorVent hole  Retention pool - to the pentane puddle Global saf
~ Pentane puddle Fire due to — > obal safety

o > in the workshop |»{ the pentane Durability impactdue to| | :_ impact

Temperature > 30°C ] o 1

Pressure (Liquid) puddle the pentane puddle !

e .| Tank : | Global availability
rise in the I 1> explosion [ i impact
Ab | . P
sence or low tank Pentane cloud Fire due to Safety impact due to the_| | !
output of Nitrogen \ El ERC > in the workshop P the pentane pentane cloud Ly Global durability
Ein/Ec Actuator 1 padlocked et (Gas) cloud ——— E impact
Ctuator 1 padiocke arety ERS PhD Availability impact due | : Global EM

(Opened) valve to the pentane cloud :

1

Durability impactdueto| j

the pentane cloud
Local EM
Context:

- a temperature upper than 30C  (in summer),
- liquid pentane in the tank
- insufficient quantity of nitrogen in the tank

Liquid pentane - gaseous pentane - pressure rise in the tank - evacuated by the
vent hole and the safety valve (in a good operating) ...
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Bayesian network model

B 'é,_ | M
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Bayesian network model
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Conclusion

@ Bayesian Networks
— Equivalence between the Bayesian Networks and fault tree...
Multimodal model
Acyclic Graph constraint only

@ Dynamic Bayesian Networks

— Equivalence between the Dynamic Bayesian Networks and MC,
¥> MC, MSM, IOHMM

Thanks to the factorization, DBN leads to a synthetic
representation of complex systems

& Future works
— MDP application in Maintenance

— Dynamic Evidential Networks in reliability
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